
W H A T  T O  D O  A F T E R

W H O  T O  R E P O R T  I T  T O ?  

Y O U R  D U T Y  O F  

D I S C L O S U R E   

1. Disclose the incident 

Federal law provides that all 

organizations have a duty to disclose 

a breach of security measures 

where said breach compromises the 

confidentiality of personal 

information held by the organization 

if the incident poses “risks of 

significant harm” for the affected 

persons.  

 

The risk of significant harm applies 

in particular to:  

• Banking or financial data 

• Social insurance number 

1. Before September 22, 2022 

At present, there is no duty of 

disclosure in effect under provincial 

legislation.  

 

2. Starting on September 22, 2022 

Bill 64 as passed adds the duty to 

keep a security incident log and to 

notify, in certain specific situations, 

the Commission d’accès à 

l’information of the cyber incident 

when the incident presents a risk of 

significant harm to the affected 

persons.  

 

3. Civil liability 

Failure to disclose the incident could 

result in civil liability should the 

omission prevent affected persons 

from taking steps to protect their 

identity or other assets. 
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At the federal level: the 

Privacy Commissioner of 

Canada (OPC) 

Federal and 

provincial regulatory 

agencies 

At the provincial level  

(as of September 22, 2022): 

the Commission d’accès à 

l’information 

Professional 

orders 

Any person affected by 

the cyber incident  

(clients, business 

partners, employees) 

Police authorities 

in the case of 

cybercrime 

What the law requires 

It is also important to review your contracts 

to see if they contain any obligations with 

respect to cyber incidents. 

 

Contact our team for help in reviewing 

your contractual clauses. 

Make sure to use the communication plan 

you created to report the cyber incident. 

 

Use the notification templates to ensure that 

you disclose the incident to the right people 

quickly. 

If your company does business 

internationally, you will need to abide by 

the regulations that apply. 

 

For example, in Europe, companies must 

abide by the General Data Protection 

Regulation.  

As soon as possible according to federal 

laws and Bill 64. 

 

In April 2021, the Superior Court ruled 

that a 46-day delay was reasonable 

under certain conditions considering the 

need for a preliminary investigation.  
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O U R  F I R M  

Contact us following a cyber incident and we will help you 

identify who you should disclose the cyber incident to and how 

best to do so. 

P E N A L T I E S  

Severe administrative and criminal penalties may be 

imposed for law violations. 

Keeping a record Log content 

• As of September 22, federal and Quebec laws 

will require all organizations to maintain a 

confidentiality incident log.  

 

• At the federal level, it applies for 24 months 

following the date on which the organization 

concludes that it had been the victim of a cyber 

incident. 

• The federal Breach of Security Safeguards 

regulation provides that the log must contain any 

information that would allow the Commissioner to 

verify that you have complied with your obligation 

to notify: 

• The Commissioner  

• Any individual whose personal information has 

been affected by a cyber incident.  

I M P R O V E M E N T S

This step means taking new or updated 

measures to prevent new cybersecurity 

incidents from happening. 

Perform a new security audit for your 

company. Use our techno-legal 

questionnaire to assess your 

cybersecurity maturity 

Update the response plan based on the 

audit to improve its effectiveness  

Consider re-training your employees 

 

Perform an incident audit to assess 

your response to the incident and 

implement security measures for the 

discovered vulnerabilities 

What the law 

requires 

Who to 

report it to 

Penalties Preserving incident 

records 

Improvements to prevent the 

occurrence of a new incident

C O N T A C T  U S

• Prevent a cyber incident  

• Plan a response  

• Detection and reporting 

• Contain and investigate the incident 

• Your duty to disclose 

• Preservation of incident records 

• Improvements to your processes 
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Directions 

Phone number: 514 871-1522 
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Directions 
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Directions 
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