
Include technology in the 

Board’s skill set 

Create a strategy involving the 

Board and management to 

ensure compliance with 

cybersecurity obligations 

Build an efficient 

information system 

This team usually comprises members 

from the following departments:  

IT 

Human Resources 

Management 

Legal 

Communications 

W H A T  T O  D O  B E F O R E

1Involve your directors and 
managers

Having a Board of Directors and a management 

team that are informed and active in 

cybersecurity is key. Here are some steps that 

can help guide you in this task: 

S A M P L E  S E C U R I T Y  M E A S U R E S  

T O  I M P L E M E N T  
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Whether you have personal information or trade secrets in your 

possession, you must protect them. Implementing these measures is 

also important to avoid liability in the event of litigation. 

Configure all software to the 

strictest possible security 

settings 

Secure your mobile 

services 

Use two-factor 

authentication  

Ensure encrypted 

backups for important 

data 

Deploy security software such as 

an anti-virus and automated 

internal auditing 

 

Systematically install security 

patches for software, operating 

systems and for all the computer 

equipment in use  

O U R  T E C H N O - L E G A L  Q U E S T I O N N A I R E  I S  

A V A I L A B L E  T O  H E L P  Y O U

F I L L  T H E  Q U E S T I O N N A I R E  

P L A N N I N G  F O R  A N D  P R E V E N T I N G  

A  C Y B E R  I N C I D E N T  

W H A T  S H O U L D  I T  

C O V E R ?  

Objectives and related 

procedures  

Actions to take when reporting 

the incident 

Verification/audit 

procedure 

Plan scope 

Incident severity 

categories 

Plan update 

procedure 

Response team roles and 

responsibilities 

Incident response 

steps 

Your response team 

Create a response team that can act as soon as 

an incident is reported. 

 

The team will need to assess the severity of the 

incident and document it in an attempt to prevent 

another one. 

Security measure 
implementation

The laws require that you implement security 

measures to ensure that the personal information 

disclosed to you stays confidential.  

 

This must be done through implementing 

administrative (e.g., policies), hardware and 

technical means, among others. 

What is the purpose of a 
management plan: 
• Allow the organization to react quickly and 

effectively during a cyber incident. 

• Help manage the protection of personal 

information and trade secrets during a crisis. 

• Limit the damage that could be caused by the 

cyber incident. 

Plan distribution 

Once your plan has been created, it should be sent to your 

Board of Directors, managers and every employee based 

on their level of involvement.  

 

Consider offering training on its implementation to make 

sure everyone involved understands the plan. 

Management plan development  

Sample security measures 

to implement 

Management plan 

development  

Do you have a communication plan in 

the event of a cyber incident? 

Do you have a 

privacy policy? 

Employee 

awareness 

Why have cyber risk 

insurance? 
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Internal communication 
 

Your plan must state how to report a cyber 

incident and how you will communicate 

information to your Board, management and 

employees. 

Key questions 
  
your communication plan should answer the 

following questions: 

1.  Who are you communicating with? 

2.  What are you communicating? 

3.  How are you communicating? 

External communication 
 
Plan how you will communicate externally with 

authorities, clients and business partners.  

 

Create cyber incident notification templates to 

save time.  

 

Create a table that allows you to quickly identify 

the contact information of clients and third 

parties with ties to your company. 

 

 

 

 

 

Alternatives 
 

Plan your alternative modes of communication, 

both internal and external.  

 

For example, you could partner with a company 

offering conference call services or create 

secondary email addresses. 

People in charge 
 

Include in your plan who is responsible for 

internal and external communication. 

D O  Y O U  H A V E  A  

C O M M U N I C A T I O N  P L A N  I N  T H E  

E V E N T  O F  A  C Y B E R  I N C I D E N T ?  

In case of a cyber incident, your internal and external 

communication networks may be affected. Your communication 

plan enables you to manage this kind of situation.  

D O  Y O U  H A V E  A  

P R I V A C Y  P O L I C Y ?  

Your privacy policy must take into account 

cybersecurity issues. The policy will help 

manage access to and use of the personal 

information your organization possesses and 

your trade secrets. 

 

It must inform employees about managing the 

personal information and secrets they have 

access to.   

 

Companies consider a privacy policy to be one of 

the most effective ways to counteract 

unauthorized use of trade secrets. 

 

O U R  F I R M  
 

Lavery can help you craft an 

effective privacy policy and 

advise you in implementing your 

communication policy. 

W H A T  Y O U R  P O L I C Y  

S H O U L D  I N C L U D E  

Data categories to assign 

the necessary levels of 

protection to the data 

Management of confidential 

and personal information by 

staff 

Access restrictions to sensitive 

information  

Plan implementation 

Run cyber incident simulations to test the 

effectiveness of your plan. 

 

Be sure to update and test your plan at least once 

a year and following any cyber incident. 

The plan should also be regularly reviewed to 

reflect staff turnover and changes in duties.  



E M P L O Y E E  A W A R E N E S S  

1Importance of 
cybersecurity 

Your employees need to know how 

cybersecurity fits into your company’s 

culture. 
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Familiarity with company 
policies 

Use of personal computer 
equipment 

Your employees must: 

 

• Be comfortable with enacting the incident 

management plan.  

• Know which security measures apply to them 

• Properly implement the company’s 

communication plan and privacy policy 

 

Consider using social engineering (e.g., phishing 

tests) to test their reactions. 

 

If you allow your employees to use their own computer 

or phone, you will have less control over your security 

measures. 

 

You can still provide your employees with:  

• A list of tested applications 

• Recommended security practices 

• Recommended tests to perform on their computer 

 

Computer equipment usage 

Consider creating a computer equipment usage 

policy, so that your staff knows what precautions 

they need to take (e.g., not leaving their work 

computer unattended in a public place). 

 

 

Awareness is an obligation but it’s also a crucial step for 

prevention. Many cybersecurity incidents are unintentionally 

caused by employees.  

 

C Y B E R  R I S K  I N S U R A N C E  

1 2

Why have cyber risk 
insurance? 

General insurance policies often exclude 

coverage for losses that may result from a 

cyber incident. 

Cyber risk insurance can cover many of the losses 

incurred during a cyber incident and protect against 

lawsuits. 

• Notification costs 

 

• Financial losses resulting from 

your services being unavailable 

 

• Costs for expert analysis of the 

cyber incident 

 

• Crisis management costs 

• Damages to pay for unauthorized 

access of personal or confidential 

information may be covered 

 

• Legal costs 

Expenses that may be 
incurred as a result 
of a cyber incident: 

Expenses related to legal 
proceedings: 

• Prevent a cyber incident  

• Plan a response  

• Detection and reporting 

• Contain and investigate the incident 

• Your duty to disclose 

• Preservation of incident records 

• Improvements to your processes 
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