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W H A T  T O  D O  D U R I N G

H O W  T O  I D E N T I F Y  A  C Y B E R  

I N C I D E N T  

A cyber incident is a breach of security measures often aimed at 

gaining access to sensitive information held by the company. It changes 

based on the type of threat. 

Implement at the outset a 

strategy to detect cyber incidents. 

Spot the signs of a potential cyber 

incident by constantly monitoring 

activity on your systems. 

Your employees need to be on 

alert and able to quickly identify 

the severity of the incident. 

 

Detection and reporting 

• Malware:  

  

 

 

 

 

• Network breach by an “

authorized” user 

• Hacking of a former employee’s 

account 

 

Other incidents that present a 

data theft risk 

Type of threat: Other types of 
incidents: 

The board’s importance 
 

It’s important that your directors and officers 

be notified of the incident quickly or they may 

be liable. 

 

 

 Technological governance 
 

It’s essential to ensure that your Board is trained 

early, so they have the required skills to understand 

cybersecurity issues and risks. 

Duty of care 
 

Their duty of care requires them to ensure the 

preservation of the confidential information to which 

they have access in the course of their duties. 

 

Federal law provides that directors will held 

personally liable if they authorize a violation of the 

law, such as failure to comply with cybersecurity 

measures. 
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Notifying directors 
and officers 

Contact us

Notifying 
insurers  

we can help you identify your 

priorities during the cyber incident 

If you’re covered by an insurance 

policy, promptly inform your 

insurer of the incident. 

C O N T A I N  A N D  I N V E S T I G A T E  

T H E  I N C I D E N T   

This step allows you to limit the damage caused by the 

cyber incident and to mitigate the risk of a further leak.  

Contain the incident 

1 2• Primary response during the 

incident in terms of 

communications management 

relative to  

• Human Resources 

• Public Relations  

• Accounting 

Management 
response  

• Take the necessary measures to 

prevent a new incident 

• Contain the incident in progress  

• Restore compromised software 

or systems 

It response  

What personal and 

confidential information was 

affected by the cyber incident? 

How sensitive is the affected 

information?  

How can it be used 

maliciously?  

Which individuals were affected 

by the cyber incident ? 

What is the damage related to the 

disclosure of the identified  

information? 
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Identify the cause 
and type of the 
cyber incident 

Cyber 
incident risk 
assessment 

Legal team 
response 

I N V E S T I G A T I O N

How to identify a cyber 

Incident 

Contain and investigate 

the incident  

Investigation 

• Sudden computer 

performance slowdown 

•Access to databases and work 

documents is blocked 

•High traffic on your network 

• Theft of employee’s laptop 

• Theft of employee’s cell 

phone 

• Prevent a cyber incident  

• Plan a response  

• Detection and reporting 

• Contain and investigate the incident 

• Your duty to disclose 

• Preservation of incident records 

• Improvements to your processes 

C Y B E R S E C U R I T Y
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M O N T R E A L  

 

Suite 4000 

1, Place Ville Marie 

Montreal  QC  H3B 4M4 

Directions 

Phone number: 514 871-1522 

Fax number: 514 871-8977

Q U E B E C  C I T Y  

 

Suite 500 

925, Grande Allée West 

Quebec  QC  G1S 1C1 

Directions 

Phone number: 418 688-5000 

Fax number: 418 688-3458

S H E R B R O O K E  

 

Suite 200, Cité du Parc 

95, Jacques-Cartier Blvd. South 

Sherbrooke  QC  J1J 2Z3 

Directions 

Phone number: 819 346-5058 

Fax number: 819 346-5007

T R O I S - R I V I È R E S  

 

Suite 360 

1500, rue Royale 

Trois-Rivières  QC  G9A 6E6 

Directions 

Phone number: 819 373-7000 

Fax number: 819 373-0943
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