
Y O U R  O B L I G A T I O N S  

U N D E R  T H E  L A W

Among others, provincial law applies 

if you are doing business in quebec. 

 

Bill 64, passed on September 22, 

2021, makes significant changes to 

this legislation and these changes will 

be phased in starting on September 

22, 2022.  

In quebec, the federal law applies to 

businesses that collect or disclose 

personal information outside the 

province or that operate in areas 

under federal jurisdiction, among 

others. 

 

Information security obligation  

In addition, you need to refer to 

several other laws that provide for 

obligations in matters of information 

security.  

Federal 
legislation 

Provincial 
legislation 

In Canada, there is no single law that covers 

all the applicable cybersecurity rules. 

 

The main references in cybersecurity are:  

Main cybersecurity 
laws 

The Personal Information Protection and Electronic 

Documents Act (federal) (subject to amendment 

under Bill C-11) 

Act respecting the protection of personal 

information in the private sector (provincial), several 

provisions of which were amended by Bill 64 

Y O U R  L E G A L  

O B L I G A T I O N S

However, the applicable legal framework 
may be much broader: 

British Columbia 

Personal Information 

Protection Act 

Canada 

At the federal level 

Criminal Code 

Industry standards 

California 

California Consumer Privacy Act  

Alberta 

Personal Information 

Protection Act  

Your contracts 

USA 

Health Information Portability 

and Accountability Act 

Canada 

At the federal level 

Criminal Code 

Industry standards 

Europe  

General Data Protection 

Regulation 

Your obligations under 

the law

Your legal 

obligations

• Prevent a cyber incident  

• Plan a response  

• Detection and reporting 

• Contain and investigate the incident 

• Your duty to disclose 

• Preservation of incident records 

• Improvements to your processes 

C Y B E R S E C U R I T Y

W H A T  T O  D O  B E F O R E  W H A T  T O  D O  D U R I N G  W H A T  T O  D O  A F T E R  

T E C H N O - L E G A L  S U R V E YW H A T  T O  D O  I N  T H E  E V E N T  O F  A  C Y B E R  I N C I D E N T B E F O R E D U R I N G A F T E R Y O U R  O B L I G A T I O N S

M O N T R E A L  

 

Suite 4000 

1, Place Ville Marie 

Montreal  QC  H3B 4M4 

Directions 

Phone number: 514 871-1522 

Fax number: 514 871-8977

Q U E B E C  C I T Y  

 

Suite 500 

925, Grande Allée West 

Quebec  QC  G1S 1C1 

Directions 

Phone number: 418 688-5000 

Fax number: 418 688-3458

S H E R B R O O K E  

 

Suite 200, Cité du Parc 

95, Jacques-Cartier Blvd. South 

Sherbrooke  QC  J1J 2Z3 

Directions 

Phone number: 819 346-5058 

Fax number: 819 346-5007

T R O I S - R I V I È R E S  

 

Suite 360 

1500, rue Royale 

Trois-Rivières  QC  G9A 6E6 

Directions 

Phone number: 819 373-7000 

Fax number: 819 373-0943

© 2022 Lavery de Billy, L.L.P.  

All rights reserved.

https://www.lavery.ca/en/home.html
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/Before.pdf
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/During.pdf
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/After.pdf
https://msg.lavery.ca/s/e43c986a8b73dabf6d0112b65c38bd311552004a?lang=60625
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/Before.pdf
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/During.pdf
https://www.lavery.ca/images/Focus/Cybersecurite/pdf/After.pdf

