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YOUR OBLIGATIONS
UNDER THE LAW

Main cybersecurity

laws

In Canada, there is no single law that covers

all the applicable cybersecurity rules.

The main references in cybersecurity are:

Federal
legislation

\/

In quebec, the federal law applies to

businesses that collect or disclose

personal information outside the

province or that operate in areas

under federal jurisdiction, among

others.

Information security obligation

In addition, you need to refer to

several other laws that provide for

obligations in matters of information

security.

The Personal Information Protection and Electronic
Documents Act (federal) (subject to amendment

under Bill C-11)

Act respecting the protection of personal
information in the private sector (provincial), several

provisions of which were amended by Bill 64

Provincial
legislation

\/

Among others, provincial law applies
If you are doing business in quebec.

Bill ©4, passed on September ¢,
2021, makes significant changes (o
this legislation and these changes will

be phased in starting on September
cc, 20ce.

YOUR LEGAL
OBLIGATIONS

However, the applicable legal framework
may be much broader:

British Columbia

Personal Information

Protection Act

Canada

At the federal level

Criminal Code

Industry standards

()
"

California

California Consumer Privacy Act

CYBERSECURITY
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Alberta
Personal Information

Protection Act

Your contracts

=

USA

Health Information Portability
and Accountability Act

4P

Canada
At the federal level
Criminal Code
Industry standards

=l
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Europe
General Data Protection
Regulation
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WHAT TO DO DURING >

* Prevent a cyber incident

* Plan a response
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* Detection and reporting

» Contain and investigate the incident
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TECHNO-LEGAL SURVEY

WHAT TO DO AFTER )
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* Your duty to disclose
* Preservation of incident records
* Improvements to your processes
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